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FOREWORD

 Have you ever considered the discussion on responsibilities and liabilities 
in the fi eld of the European data protection law as a journey?  You should. 
Brendan Van Alsenoy is inviting you take a trip through the whole history of 
data protection law in Europe and around the world, as well as through current 
practice to better understand the roles of diff erent actors in what is a fi endishly 
complicated environment. You will fi nd him to be a guide who eff ortlessly 
off ers fresh perspectives on the subject: a relatively young scholar leveraging  a 
surprisingly extensive and intensive practical experience in a national data 
protection authority as well as playing a key role in the Working Party Article 29 
/ European Data Protection Board.

Th is is a guide to the places that you know and new ones you never thought 
exist. At times it may explain concepts that you heard about dozens of times 
before. But Van Alsenoy’s explanations are slightly diff erent to the others. He is 
able to fi lter his academic knowledge through the lens of the regulatory authorities 
and their current disputes with other institutional and business players around 
the world.

One of the fi rst problems the author addresses is the binary concepts 
of controller and processor. Is this division as clear-cut as when it was fi rst 
postulated decades ago in European law, or it is rather a case that control is now 
distributed and should be regulated and applied accordingly? Has the concept of 
controller evolved to the degree that the explanations proposed in ’80s and ’90s 
are no longer useful? How does this model work in practice?

One may say that these are the questions posed over and over again. Be that 
as it may, this book will nonetheless give you a valuable historical background. 
It off ers use cases illustrating how to understand and interpret the system which 
the GDPR has inherited from previous European legislation. What will be the 
eff ect of diff erent forms of joint controllership on the level of responsibility of 
each of the players?

It is sometimes surprisingly diffi  cult to distinguish the joint controllership 
of the GDPR from the exchanges between individual controllers who co-operate 
with each other using shared resources for diff erent purposes or using diff erent 
means. I must admit I always thought I was able to discern between the two. 
But having read this book I can see a fresh methodology may be required. If you 
think it’s enough to read the GDPR and the other legislative reforms in the EU 
over recent years and compare it with current practices in the market, Brendan 
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Van Alsenoy invites you to think again. Without the historical background and 
a rigorous methodology you are likely to repeat the same old mistakes of earlier 
scholars, regulators and jurisprudence.

Your journey will take in the issues, grammatical, teleological, systemic and 
historical, along with the same typology of solutions. Th en the revised model of 
liability can be proposed.

My suggestion for the reader of this book is this: before you open it, sit down 
with a piece of paper and try your best to answer the author’s main questions:

1. What is the nature and role of the controller and processor concepts under 
European data protection law?

2. What is the origin of the controller-processor model and how has it evolved 
over time?

3. What are the types of issues that arise when applying the controller-processor 
model in practice?

4. Which solutions have been proposed to address the issues that arise in 
practice and to what extent are they capable of addressing the issues?

Th en – when you fi nish reading the book – take another piece of paper and try to 
answer the same questions. Compare your answers. My two sets of answers were 
quite diff erent.

Th is journey through almost 700 pages was a unique experience as well as a 
rewarding academic challenge. I now view certain concepts diff erently compared 
to when just a few weeks ago, I had this manuscript in my hands for the fi rst 
time. Th ere are some ideas which I have to re-think again.

So, now I can invite you to follow the same journey I did. It will be an 
experience to remember. Th is book will land on the shelf just next to my desk 
because I am going to go back to it over and over again in my practical work as a 
regulator.

Dr. Wojciech Wiewiorowski
European Data Protection Assistant Supervisor
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NOTE TO THE READERS

Most of the research for this book was completed on 25  July 2016. Subsequent 
developments in EU data protection law are only partially addressed. Th e main 
updates relate to the judgments of the Court of Justice of the European Union 
and Advocate General Opinions published until 15  January 2019. Other parts 
of the text have been revisited or extended in light of the entry into application 
of the General Data Protection Regulation (GDPR), subsequent regulatory 
guidance, as well as a selection of academic works.

Th e contents of this book are based on the contents of my doctoral thesis 
entitled “Regulating data protection: the allocation of responsibility and risk 
among actors involved in personal data processing”, defended at the Law Faculty 
of KU Leuven on 30 August 2016.
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ABSTRACT

Practically every organisation in the world processes personal data. In fact, it is 
diffi  cult to imagine a single organisation which does not regularly collect, store 
or access information about individuals. European data protection law imposes a 
series of requirements designed to protect individuals against the risks that result 
from the processing of their data. It also distinguishes among diff erent types 
of actors involved in the processing and sets out diff erent obligations for each 
type of actor. Th e most important distinction in this regard is the distinction 
between “controllers” and “processors”. Together these concepts provide the 
very basis upon which responsibility for compliance with EU data protection law 
is allocated. As a result, both concepts play a decisive role in determining the 
potential liability of an organisation under EU data protection law.

For almost 15 years, Directive 95/46 stood strong as the central instrument 
of EU data protection law.  In 2010, however, the European Commission 
announced that the time for change had come. Th e Commission considered 
that while the objectives and principles of Directive 95/46 remained sound, 
revisions were necessary in order to meet the challenges of technological 
developments and globalisation. A public consultation conducted in 2009, had 
revealed concerns regarding the impact of new technologies, as well as a desire 
for a more comprehensive and coherent approach to data protection. During the 
consultation, several stakeholders also raised concerns regarding the concepts 
of controller and processor. Various solutions were put forward, ranging 
from minor revision to outright abolition of the concepts. In the end, the EU 
legislature opted to retain the existing concepts of controller and processor in 
the General Data Protection Regulation (GDPR).  Notable changes were made, 
however, with regards to the allocation of responsibility and liability among the 
two types of actors.

Technological and societal developments have rendered it increasingly 
diffi  cult to apply the concepts of “controller” and “processor” in practice. Th e 
complexity of today’s processing operations is such that a clear-cut distinction 
between “controllers” and “processors” is not always possible. Identifying “who’s 
who” can be particularly diffi  cult when the processing involves a large number 
of actors, who each play their own distinct role in realising the goal(s) of the 
processing.

Against this background, this book seeks to determine whether EU data 
protection law should continue to maintain its current distinction between 
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controllers and processors as the basis for allocating responsibility and liability. 
Specifi cally, it seeks to determine whether it would be possible to modify the 
current approach in a manner which would increase legal certainty, without 
diminishing the legal protections enjoyed by data subjects. To realise these 
objectives, this book undertakes an analysis consisting of fi ve parts.

Aft er a brief introduction, a detailed analysis of the current state of the art 
is provided. Th e state of the art explores the nature and role of the controller 
and processor concepts, as well as the associated allocation of responsibility 
and liability. Th e third part of this book off ers a historical-comparative analysis, 
which traces the origin and development of the controller-processor model over 
time. Having set out the origins and rationale of the controller-processor model, 
a number of real-life use cases are examined in part four. Th e aim of this exercise 
is to document the issues that arise when applying the controller-processor 
model in practice. Once the issues have been analysed, an evaluation is made 
of potential solutions. Finally, the approach adopted by the European legislature 
in the context of the GDPR is compared with the outcome of the preceding 
evaluation.

Th e book concludes that the GDPR has introduced considerable 
improvements, which are likely to be adequate for the time being. In the long 
run, however, it may become necessary to introduce further changes. Having 
this in mind, a number of avenues for possible improvements are presented. 
First, the possibility of abolishing the distinction between controllers and 
processors should receive further consideration. It is possible to implement the 
same policy choices without retaining these problematic concepts. Alternatively, 
the defi nitions of each concept could be revised to include less ambiguous 
or mutually exclusive criteria. Second, the EU legislature should consider 
the use of standards (as opposed to rules) to mitigate risks of overinclusion 
in certain situations. Th ird, the obligation to implement data protection by 
design should also be made directly applicable to the providers of processing 
services, given their important role in determining the means of the processing. 
Fourth, the legal framework should allow for greater contractual fl exibility 
in the relationship between “controllers” and “processors”, leaving room for 
greater specifi city in the form of regulatory guidance. Finally, the scope of the 
personal use exemption should be expanded to apply to all activities which may 
reasonably be construed as taking place in the course of an individual’s private 
or family life.

For the immediate future, however, practitioners of EU data protection law 
will have to continue to work with the controller-processor model as it exists 
today. Th is book hopes to provide its readers with the right analytical framework 
to help navigate the intricate relationship among roles, responsibility and 
liability under EU data protection law.
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