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FOREWORD

Dear Reader,

This book could not have been published at a better moment. Basically every day,
newspapers report about bitcoin and other cryptocurrencies. Earlier this year,
the Guardian labeled ‘blockchain’ - the open-source ledger behind bitcoin - as
the buzzword of 2018.1

Also policymakers and industry seem to be gearing up for the FinTech future.
End of February 2018, the European Commission organized a roundtable in
Brussels on “Cryptocurrencies - Opportunities and Risks” with key authorities,
industry representatives and experts.? In his speech following the roundtable,
Valdis Dombrovskis, Commission Vice-President in charge of Financial Stability,
Financial Services and Capital Markets Union, pointed to the opportunities of
cryptocurrencies, but also — and perhaps mainly - to the substantial risks for
consumers and investors associated with their use. Not only is the value of most
cryptocurrencies extremely volatile,? crypto-assets also present risks relating to
money laundering and the financing of illicit activities, and Initial Coin Offerings
expose investors to substantial risk because of the lack of transparency regarding
the identity of the issuers and underlying business plans.* Mr. Dombrovskis also
pointed out that they “need to assess further under what circumstances crypto-
currencies and related services are covered by existing regulation”.

The need for a better understanding of the risks and opportunities that go with
the use of crypto-assets, and a better understanding of the applicability of EU

M. Busby, “Blockchain is this year’s buzzword - but can it outlive the hype?”, The Guardian,
30 January 2018, https://www.theguardian.com/technology/2018/jan/30/blockchain-
buzzword-hype-open-source-ledger-bitcoin.
Https://ec.europa.eu/commission/news/roundtable-cryptocurrencies-2018-feb-26_en

3 As John Oliver (the presenter of HBO’s popular show “Last Week Tonight with John Oliver”)
phrased it recently in an episode dedicated to cryptocurrencies and bitcoin: “if you choose
to invest in the cryptocurrency space, just know that you’re not investing, you're gambling...”
https://www.youtube.com/watch?v=g6iDZspbRMg.

Recent reports show that on average USD 9 million per day is lost to crypto-scams — and that
is without taking into account larger incidents such as the hacking of an exchange such as the
Japanese Coincheck (https://www.bloomberg.com/news/articles/2018-03-08/coincheck-to-
start-paying-back-victims-of-500-million-heist).
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regulation — such as the rules on anti-money laundering and on e-money - was
equally stressed in the European Commission’s FinTech Action Plan that was
released shortly after the roundtable, on March 8 of this year: “An assessment
of the suitability of the current EU regulatory framework with regard to Initial
Coin Offerings and crypto-assets more generally is necessary”.> Indeed, a fair and
transparent framework that can appropriately address the associated risks seems
a sine qua non in order to ensure that EU firms, investors and consumers can
take advantage of the technical innovations in the financial sector, while also
appropriately addressing the risks.

This book offers an important contribution to that objective. It explores the
concept of virtual currencies and guides you through the maze of European
financial law. Starting with a conceptual analysis of virtual currencies in light
of traditional notions like ‘money” and ‘trust’, and looking at useful typologies
to classify a wide range of virtual currencies, it continues with an in-depth legal
analysis of the applicability of the current EU frameworks for e-money, payment
services, anti-money laundering and financial instruments to virtual currencies.
It also offers a normative perspective by formulating recommendations for
revision, taking inspiration — where relevant - from experiences outside the EU
(in particular the United States). It is therefore not only relevant for the academic
community, but also for policy makers and industry.

Despite the highly specialized nature of the topic (and its typical jargon), the
book reads fluently and is also accessible to non-experts in the field. It contains
the results of the doctoral research that the author carried out at the Centre for
IT & IP Law (CiTiP) at KU Leuven in the period 2014-2018. Throughout the text,
though, it becomes clear that he masters the topic not only from a theoretical
perspective, but that he also understands the practical implications of his
findings. Undoubtedly, this is to a large extent due to the fact that the author
could carry out his research in the context of interdisciplinary and industry-
driven iMinds (now imec) projects dealing with mobile payment platforms and
blockchain (like CoMobile, SoLoMIDEM, TRU-BLISS, and BoSS). In these
projects, he frequently interacted with technical and economic experts, as well as
industry representatives and practitioners.

Combining various projects and tasks at our research group, which he joined
in 2009 (at that time called ICRTI’), the author has shown to be a very tech-
savvy and versatile researcher. He has acquired a very broad but also deep
knowledge of many areas where new technologies pose challenges for existing
legal frameworks (including also digital archiving, identity management,

5 Https://ec.europa.eu/info/publications/180308-action-plan-fintech_en and http://europa.eu/
rapid/press-release IP-18-1403 en.htm.
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eGovernment, eHealth, privacy & data protection, security and trust in the
Internet of Things, and public information availability). With his research, he
gained international visibility and won important prizes, such as the SWIFT
Institute research grant and a ticket to present at the prestigious SIBOS
conference in Singapore in 2015.

This book lays the foundation for a promising new research track at KU
Leuven that brings together the expertise of CiTiP and the Jan Ronse Institute
for Company and Financial Law. For me personally, it has been a rewarding
experience and a true pleasure to serve, together with Prof. Veerle Colaert, as the
promoter of this research. We have confidence in our trustworthy guide, Niels,
that he will show us the way through this fascinating emerging field of FinTech
and help us distinguish between hype and reality.

In the meantime, we wish you, dear Reader, a rewarding intellectual journey

through this book!

Prof. Dr. Peggy Valcke
imec - KU Leuven - CiTiP
16 May 2018
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FATF Financial Action Task Force on Money Laundering
FinCEN Financial Crimes Enforcement Network
FIU Financial Intelligence Unit
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Acronyms

FSMA Financial Services and Markets Authority

GDP Gross Domestic Product

ICO Initial Coin Offering

IRS Internal Revenue Service

ISD Investment Services Directive

KYC Know-Your-Customer

LETS Local Exchange Trading System

MiFID1 First Markets in Financial Instruments Directive
MiFID2 Second Markets in Financial Instruments Directive
MiFiR Markets in Financial Instruments Regulation
MMORPG Massively Multiplayer Online Role-Playing Games
MTF Multilateral Trading Facility

MVNO Mobile Virtual Network Operator

NASAA North American Securities Administrators Association
NIS Network and Information Security

NEC Near Field Communication

OCSP Online Certificate Status Protocol

oJ Official Journal of the European Union

OTF Organized Trading Facility

p2p Peer-to-peer

PKI Public Key Infrastructure

PSD1 First Payment Services Directive

PSD2 Second Payment Services Directive

PSP Payment Service Provider

RFID Radio-Frequency Identification

SEC Securities and Exchange Commission

SegWit Segregated Witness

SEPA Single Euro Payments Area

TFEU Treaty on the Functioning of the European Union
TLD Top-level domain

TTP Trusted Third Party

UCC Uniform Commercial Code

VAT Value added tax
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